Closing the gap: strengtheni
Sir David Venness presents the argument that recent
developments in international terrorism, and the current
response to the threats and risk posed, have strengthened
the business case for corporate investment in security.

use cyber-attack capabilities, possibly by
buying the services of criminal hackers,
although so far they have preferred the more
traditional explosives and guns.”
Cyber-attack is entirely consistent with the
stated international terrorist aim of causing
economic harm and loss to target interests.
The private sector is particularly vulnerable to
this development, which reinforces the
wisdom of an holistic approach to
corporate security.
The FBI Cyber Division issued a detailed
advisory note to private industry in September
2014 setting out the possible reaction to ongoing airstrikes against ISIL. The note
highlighted potential offensive cyber terrorist
and hacktivist activity. The advice was aimed
at US victims, but listed examples of actual
incidents in the UK.
New and Old Groups

T

he presence of armed soldiers on the
streets of French and Belgian cities
demonstrates changed circumstances and
novel dimensions of the challenge. Business
leaders will wish to consider the four key
factors which have led to these changed
conditions:
• The threat is growing faster than the
response and has created a gap in security.
• The threat and the security gap is likely to
be enduring.
• The potential impact upon business
encompasses staff safety and security at
home and abroad.
• The changed threat and response has wide
implications for business operations and
thus necessitates a more integrated and
comprehensive security policy.

The opportunity for business arising from
these factors is to assess the need for selfhelp and to sharpen the corporate security
posture. This opportunity extends to the
business contribution to closing the security
gap in the wider community interest.
A sound beginning to the process of
assessment of the need for business change
is to analyse the reasons for the growing
threat and to appreciate the limitations
upon response.
The growing threat derives from geography,
groups, expanding terrorist methodology and
the stated agenda of terrorist actors. Each
component is explored in more detail next.
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Geographical Concerns
Geography, in terms of space, applies to both
real locations and the virtual realms of
electronic communications. Terrorists have
occupied the grey spaces to develop their
activities and to elude traditional counter
measures. Thus, instability in Syria, Iraq and
Yemen added to the existing predicament of
Afghanistan and Pakistan plus parts of North,
East and West African states provides a wider
dimension of risk.
The Director General of the UK Security
Service, Andrew Parker, emphasised the
Syrian aspect in his compelling and incisive
address to the Royal United Services Institute
at Thames House in London on 8 January
2015. He said, “Outside Iraq and Syria, we
believe that since October 2013 there have
been more than 20 terrorist plots either
directed or provoked by extremist groups in
Syria.” He reminded his audience of events in
Belgium, Canada, Australia and France. He
added, “We know that terrorists in Syria
harbour the same ambitions towards the UK
– trying to direct attacks against our country,
and exhorting extremists here to act
independently.”
International terrorists have already made
vigorous use of ungoverned virtual territory
to incite violence, to plan, to train, to create
propaganda and to communicate overtly
and secretly.
Sir David Omand (Securing the State, page
72) writes, “It would seem only a matter of
time before neo-jihadist terrorists acquire and
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The importance of the thread of instability
extends to the emergence of new groups and
new forms of old groups. The result is a wider
and deeper pool of terrorists. Thus, the
significance of the Islamic State in Iraq and
the Levant (ISIL) and its assertion of Islamic
Statehood attracting volunteers from many
nations. There is also the forward deployment
of Al Qaeda (AQ) core to Syria and the
continued activities of AQ affiliates such as
Al Qaeda in the Arabian Peninsula (AQAP).
Groups in North, West and East Africa, some
with links to ISIL, AQ or their affiliates, add
to the complexity of sources of terrorist
operatives.
The overall movement of fighters from
outside the country to Syria is a major factor
and numerically worrisome, especially when
compared to the numbers who fought in
Afghanistan and went on to cause a global
terrorist surge.
The implication of foreign fighters is wider
than the issue of persons travelling to and
from Syria. The broader consequence is the
danger of greater connections between
potential terrorist recruits, both in their
homelands and on the move, and terrorist
recruiters, trainers and technical advisers in
ungoverned spaces. These connections are
both real and virtual.
Terrorist Methodolgy
Another component of the growing threat is
the nature of terrorist plots and attacks.
Terrorist methodology is expanding from the
established middle ground of guns and
explosives, including suicide bombers,
towards new variations at both ends of the
spectrum. At the unsophisticated tier, knives

ng the case for business security
and motor vehicles driven into crowds are
advocated by terrorist agitators. In addition to
regrettable casualties, public fear is to be
expected, especially when crude attacks are
carried out with great brutality, including
beheading. The cumulative effect of more
potential offenders, more unpredictable
incidents and greater mitigating measures
adds to the burden of the authorities to
PROTECT and PREPARE.
The centre ground of guns and explosives
remains a present menace with additional
tactics of marauding attackers and variations
in components and concealment of IEDs.
At the top end of the scale, terrorist
innovation is a persistent dimension. Cyberattack plus chemical, biological and
radiological aspects remains pertinent. On 24
January 2015 an airstrike near Mosul in Iraq
killed a member of ISIL whom US Central
Command asserted had technical
competence in the production and use of
chemical weapons.
The Terrorist Agenda
The final key aspect of threat development is
the expressed intention of international
terrorist groups. Dire events since 2001 have
underlined the wisdom of listening to and
evaluating what terrorist groups actually say.
There is a marked correlation between
intended targets and actions and grim reality
on the ground. A clear current example is the
stated threat of retaliation aimed at members
of the US-led coalition carrying out airstrikes
in Iraq.
Terrorist groups in Iraq and Syria have
expressed the ambition to strike at coalition
member states and have urged supporters to
take action wherever they are located,
including specifying potential targets and
attack methods.
UK membership of the Coalition conducting
operations in Iraq (but not Syria) is based on
the debate held in the House of Commons
on 26 September 2014. Issues of national
interest and the safety of the British people
from the ISIL threat were convincingly
articulated. The counter-terrorist case for
membership of the Coalition is soundly based
and membership is likely to be long-term.
Assessing the Response Capability
The consequences of terrorist reaction are an
inevitable factor in the overall threat.
The combination of extended geography
(both territorial and virtual), more groups and
terrorists, a broadened span of attack
methods and stated terrorist intentions
provides the code to understanding the
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changed contemporary threat of international
terrorism. This is markedly different from the
threats which the UK has faced since the
1970s and business security should now
reflect this unwanted fact.
Lord Evans of Weardale (formerly Director
General of the UK Security Service), speaking
in the House of Lords (Hansard – 13 January
2015 – Column 690), said, “When I left MI5
in 2013, I felt cautiously optimistic that we
were over the worst as far as Al Qaeda and
Islamist terrorist attacks in this country were
concerned. It seemed to me that we were
making significant progress. Regrettably,
subsequent events have proved that
judgement to be wrong.”
This cogent analysis from one of the UK’s
most knowledgeable and experienced experts
becomes even more powerful when the
review of threat is extended to a review
of response.
The stark conclusion is that the threat has
increased and the response capability has not
kept pace. This has produced a gap at a time
when the threat level is “Severe” and an
attack is assessed as “Highly likely”.
Reasons for the Gap
The limited ability of nations, including those
directly threatened by terrorist attacks, to
address threats at their geographic or virtual
sources is critical. There are political, social
and economic constraints. There are the risks
of counter-productive consequences of direct
action. This means that disruption and
degradation of terrorist groups will take time
and sustained multi-national commitment.
President Obama of the United States has
warned, “It will take time to eradicate a
cancer like ISIL. And any time we take military
action, there are risks involved.” (Statement
by the President on ISIL, 10 September 2014
– White House.)
The Report of the House of Commons
Defence Committee published on 5 February
2015 underlines the myriad challenges in
defining and implementing coalition strategy
in Iraq and Syria.
The domestic resourcing requirements to
address the growth of the threat are
formidable. Investment in intelligence is the
logical best choice, but the demand extends
across PURSUE, PREVENT, PROTECT and
PREPARE. For example, protective security for
people and places requires intensive effort
with high grade skills. Monitoring and
surveillance generate comparable demands
for well trained staff.
Lord Harris of Haringey, speaking in the
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House of Lords (Hansard – 13 January 2015 –
Column 696), questioned whether the
budgetary allocation for the Police Service
was adequate for the additional demand. He
also drew attention to the provision of police
firearms capability.
Both the former and present Director
Generals of the Security Service have
underlined the pressing need to modernise
properly accountable access to terrorist
communications to mitigate present
exploitation of dark areas. There seems little
doubt that this issue is a very important
reason for weakness in response without the
prospect of immediate resolution.
The relationship between threat and response
has been graphically described in The
Economist (17 January 2015 – Page 23/24) in
an article entitled “COUNTER-TERRORISM –
GETTING HARDER”. The final paragraph of
the article states, “The citizens of the West
have grown used to the idea that their
security services can protect them from the
worst that might happen. Faced by a new
range of threats and with counter measures
apparently of rapidly declining effectiveness
that may be about to change.”
The UK is extremely fortunate in having
highly competent private security
professionals working both within companies
and for external specialist providers. The UK
has an excellent tradition of corporate social
responsibility in terms of business selfsufficiency, support to the public services and
valued contribution to the wider safety of the
community. Business representative
organisations have a very constructive track
record of engagement on this agenda. There
is a unique range of innovative public/private
initiatives such as the Cross Sector Safety &
Communication Project (CSSC) and Project
Griffin. There may be scope for even greater
effectiveness by closer co-ordination of
these elements.
The conclusion of this article is that, on the
basis of analysis of the threat of international
terrorism and the current response, the
business case is clearly made out for a
step-change for in-house corporate security
and for business reinforcement of
public/private security.
Sir David Venness
Senior Advisor, Pilgrims Group Limited
Honorary Professor of Terrorism Studies at the
University of St. Andrews.
www.pilgrimsgroup.com
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price. This will help end users to avoid the
many potential pitfalls of the procurement
process and avoid the hidden costs of
choosing lower quality solutions. In relation to
this, providing the industry with the tools to
promote itself as a vital facet of any business
and to consider the provision of security
services in the context of the wider facilities
management and health and safety drivers,
will be a key priority.
Andrew Nicholls, MSyI
CSSC Lead and
Deputy Chairman
Security Institute
The challenges for security
management in the next
year will certainly be
demanding. Business is increasingly under
pressure to justify all costs and at the same
time ensure that the necessary precautions are
in place. The threat of terrorism across the
world has become almost part of our daily
lives and in the event of any emergency
people will always turn to the security
function for their help.
The threat of terrorism is something that every
organisation must be prepared for. The reality
is that every day in every way our defences are
being tested and we simply won’t be
successful unless every employee knows that
they have a part to play. Security management
is increasingly about sharing the security
message. Good communication is therefore
key and the use of the company intranet is
just as important for security as it is for other
matters.
Being a security professional is all about
knowledge and experience. One way of
achieving this standard of excellence is by
joining an organisation such as The Security
Institute which will help you achieve the
necessary qualification. There is now increased
pressure on all authorities and with the
inevitable reduction in police officers, then the
role of security will continue to become more
important than ever. Joining up the with
Cross-sector Safety and Security
Communication process is a very efficient and
free way of keeping fully up to date with
essential security information.
Sue Seaby
Chair
Women’s Security Society
For many of us, looking
ahead to 2016 involves
meticulous calendar
planning: When will we
launch our new service? What are the board
meeting dates? When does Easter fall this
year? But, unlike these fairly predictable dates,
we don’t know when a terrorist incident or a
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cyber attack may take out a critical part of our
business. This is one of the main challenges
for us in security: keeping a high-level of focus
on all parts of our service 24/7 throughout the
whole of 2016, at a time of a continuing
heightened threat level and increasing
complexity.
We do know that world events continue to
influence what may happen here. The war in
Syria gets ever more complex, and continuing
problems in the rest of the Middle East, not
least the mass movement of people, and the
increasing sophistication and power of ISIL are
concerning situations that will influence
events in 2016.
In addition, police budgets decrease and other
public sector cuts are made, so the reliance on
the private security industry increases. In
response to this, I believe we must continue to
extend the diversity of people working in
security and develop the skills of everyone
involved by sharing best practice and
knowledge. In 2016, I am certain the WSS will
continue work in partnership with enthusiasm
and commitment, continuing to bring our
considerable experience and expertise to
support the police and other security partners.
And, by the way, Easter 2016 is 26th March.

Gloria Laycock, OBE, BSc,
PhD, FRSA

Jill Dando Professor of
Crime Science
UCL
Generally speaking crystal
balls don’t work; when we
look ahead we are often wrong. That said,
there are a few good bets for 2016. Terrorism
will remain a threat, cyber crime will get
worse, and if we are lucky, ‘regular’ crime
(burglary, car crime, theft) will continue on the
downward trajectory. And the solution to the
crime problem will increasingly be seen to lie
in the private sector rather than with
the police.
It is the better design of goods, services and
management systems that will prevent crime.
Imagine how much safer we would be if the
Internet had been designed with crime
prevention in mind rather than evolved with
no thought to the crime consequences? The
idea that chasing after criminals can reduce
crime is fading fast.
That does not, of course, mean that we can
ditch the criminal justice system or continue to
reduce the resources on policing. They are
necessary to the delivery of justice, retribution
and, in some circumstances, to deterrence.
But the best way to reduce the number of
crimes committed is to design crime out. That
should be the focus of 2016, and for quite a
few years beyond.
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Sir David Veness, CBE, QPM
Senior advisor
Pilgrims Group
The year of 2016 presents a
compelling and beckoning
opportunity to advance
partnership and cooperation to enhance international and
national security. The imperatives are the
persistence of unresolved conflict and the
consequence of the mass movement of
people escaping violent extremism. Recent
history has been defined by geographic
locations of instability which have endured
and markedly deteriorated. New layers of
tension and complexity add to the
intractability of these crises.
Closely connected to these imperatives are
continuing trends which have further evolved
during 2014/15. The spread of terrorist
groups, directed plots, recruitment of foreign
fighters, inspired attacks and the expansion of
terrorist methodology have been exacerbated
by co-operative deficiencies. Transport in all
forms is a persistently vulnerable target.
A similar rationale applies to organised crime,
the cyber threat and the malaise of
corruption.
Partnership and co-operation has resonance at
international, regional, national and local
(including city) tiers. Mankind has never ever
possessed such a map of conflict resolution
and security structures and mechanisms.
Successful action by these assets is assisted by
clear recognition of risks, realisation of the
benefits of mutual action and practical
operational initiatives. Mobilisation is hindered
by failure to think beyond organisational
boundaries.
The UK, especially London, has a
commendable range of productive partners.
These include an excellent wider corporate
(plus business representative organisations)
record of engagement, world class private
sector security expertise, innovative
public/private initiatives and leading global
centres of relevant academic research and
innovation.
The agenda of understanding risk,
enlightened co-operation and positive actions
is key for 2016. It will be driven either by wise
prevention or belated response.

